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On July 7, 2022, the Cyberspace Administration of China (or
CAC) formally issued the Measures on Security Assessment for
Data Exports (the “Measures”) which has become effective as of
September 1, 2022. This final version is generally consistent
with the draft released in October 2021 (please refer to our
November 2021 issue of China Regulatory Updates for more
details), while setting out some detailed guides on such key
aspects as the scope, the application requirements and the
procedures of security assessment. Notably, with respect to the
scope and definition of “important data”, which is subject to
security assessment by CAC before being exported, the
Measures only provides a very general principle (i.e., the
important data shall be determined based on its influence in
terms of national security, economy, social stability, or public
health and safety), which may lead to practical uncertainties and
confusions. Based on our inquiries with CAC on a no-name
basis, when identifying important data, at this initial stage CAC
would like to make a general reference to the definition provided
under the Draft Regulations on Network Data Security
Management (which spelt out a list of typical important data in
maijor industries; for more details, please refer to our
memorandum PRC Data and Cyber Security Compliance - 10
most common questions facing companies operating in China
published on March 3, 2022), and if necessary, to seek advice
from the government authorities in charge of the industries
concerned. For data processors already engaged in data export
activities, the Measures provides a 6-month transitional period for
them to take rectification measures to fully comply with the
Measures before March 1, 2023.

To better implement the Measures, on August 31, 2022, CAC
released the Guidelines for Application for Security Assessment
for Data Exports (First Edition) (the “Guidelines”), providing more
practical guidance on application form, materials and process,
among others. In terms of diverse cross-border data flow
scenarios in practice, the Guidelines clarifies the definition of
“data export” activities as: (i) outbound transmission or storage of
data collected or generated domestically; (ii) access to, retrieval,
download or export by foreign entities data stored or generated
domestically (which provides more detailed guidance on the
remote access scenario as described by CAC in its press
conference at the release of the Measures); or (iii) other
outbound data activities stipulated by CAC.

Furthermore, on September 12, 2022, CAC issued the Decision
on Amendments to the PRC Cybersecurity Law (Draft for
Comments), which proposes to further increase the liabilities of
date processors for violation of cybersecurity or security
assessment regulations, among others. According to the draft
amendments, for severe violation activities, economic penalties
are proposed to be increased to a fine of up to RMB50 million or
5% of the violating entity’s total revenue of the previous year.

With the recent issuance and amendments of regulations on data
export activities, China has generally established the legislative
framework in the regime of data export. For data processors,
measures are suggested to be taken to prudently examine and
optimize their data processing activities (especially those related
to data export or national security) in line with the new
regulations to reduce compliance risks (including, but not limited
to, improving internal data process SOPs, regularly making
internal and external data security assessment, and
strengthening data security requirements when dealing with
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